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ABSTRACT
To overcome the security flaw of RAPP authentication protocol, Zhuang et
al. proposed a novel ultralightweight RFID mutual authentication
protocol, called R2AP. In this paper, we first propose a new
desynchronization attack against this protocol that succeeds with the
probability almost 1 and requires an adversary to initiate 1829 sessions
of the protocol with the tag. On the other hand, the protocol updates the
tag and the reader secretes to provide the tag holder privacy. However, it
is shown that a passive adversary who eavesdrops only two sessions of
the protocol can trace the tag with the probability of 0.921. In addition,
passive attack for which the adversary can extract the secret ID of the tag
is presented assuming that the adversary eavesdropped 128 sessions of
the protocol, its success probability would be 0.387. To extract the secret
ID, linear cryptanalysis is used, which is a tool mostly for attack block
ciphers.

1. INTRODUCTION
Radio Frequency IDentification (RFID) technology is a
wireless identification method that uses radio
frequency to send and receive data. Most of the RFID
systems comprise of tags, reader (s) and a back-end
database. While the channel between the reader and
the back-end database could be permanent and
secure, the channel between the reader and tags is
wireless and insecure. On the other hand, a passive
tag is a highly constrained microchip with antenna
that stores the unique tag identifier and other related
information about an object that the tag has been
attached to. To provide an acceptable security for such
constrained devices, in the last years, several
ultralightweight RFID authentication protocols have
been proposed, e.g. [1]–[3], but all these schemes have
flaws and vulnerabilities to a greater or lesser degree
(e.g., [4]-[7]). Zhuang et al. recently proposed an
ultralightweight mutual authentication protocol called
R2AP [8] which follows a framework already proposed

by Tian et al., to design an ultralightweight mutual
authentication protocol called RAPP [9]. In R2AP, tags
only use three simple operations, bitwise XOR, left
rotation and a very lightweight reconstruction
function Rec (·), defined as follows:
Deftnition: Let
denote respectively the ith bit of
,
and
, where
and
denotes concatenation. Then, the reconstruction of
and , denoted as
, is as follows:

{

(1)

where + and
denote bitwise OR and AND,
respectively. Compared to the permutation used in
RAPP [19], which reveals the Hamming weight of in
the output of
), Zhuang et al. claim that the
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output of
is not predictable. In addition, in
the case of
), given the output and , it is
possible to determine uniquely. However, it is not
the case for Rec(x, y).
In this protocol, the reader and the tag share secret
parameters
and
that are updated after
each successful run of the protocol. In addition, each
tag has a static identifier denoted by . The details of
the protocol, as depicted in Fig. 1, are as follows:
1. The reader , sends
to the target tag .
2. replies with its
.
3.
generates a random
, computes
,
and
sends and to .
4.
extracts
from
and evaluates the received
value for to authenticate . If the reader has been
authenticated,
the
tag
computes
(
) ⨁ and send it to
R.

5. evaluates the received value for to authenticate
. If the tag has been authenticated, the reader does as
follows:
(a) generates a random number ;
(b) computes
(
)
and sends and to ;
(c) assigns the current values of
and
to
and
and
updates the tag’s secrets as follows:
(2)

6. extracts
from
and evaluates the received
value for . If has been confirmed, the tag updates
its secrets as step 5c. However, it does not keep a
record for the old value of the secrets.

Figure 1: Mutual authentication phase of Zhuang et al. authentication and ownership management protocol [8].

In this protocol,
denotes a circular left
rotate string by
bit(s), where
is the
Hamming weight of string
.
The reader keeps two sets of the tuple
for
(previous values) and
(updated
values)
to
prevent
desynchronization attacks (e.g., when an active
adversary blocks the last message
and ). In
addition, it keeps the used random number in the last
session
and . Hence, on the next session, if the
reader receives
, it will use the same
and
to calculate , , and E.
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However, it will not give the service access to the tag
and is used only to synchronize the tag, it is denoted
by synchronization session. To receive service, the tag
should participate in another session.
Contributions: R2AP is claimed to be resistant
against common attacks, including desynchronization
and traceability. In this paper, we first describe a very
efficient desynchronization attack with a success
probability of almost 1. Secondly, we introduce a
traceability attack that exploits the weak properties
of
. In this attack, we disclose a correlation
between the transferred messages and bits of the ID,
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which can be used to trace the tag. The attack can be
extended to disclose the whole
(as in [10]) at the
expense of requiring various protocol runs.
In the proposed analysis, The linear cryptanalysis is
used which is more common to analyze block ciphers.
2. DESYNCHRONIZATION ATTACK ON R2AP
The designers claim that R2AP scheme resists
against common attacks including desynchronization
attack [8]. In fact, this property is one of the claimed
advantages in comparison to its predecessor (e.g.,
SASI [1] or RAPP [2]). However, in this section we
present an efficient desynchronization attack against
R2AP, which contradicts this claim. Before presenting
the attack, we prove two lemmas are proved as
follows:
Lemma 1: For
, converting any two bits
of does not change the output of
with the
probability of .
Proof: Assume that the flipped bits of are and ,
for any
. THe new value of after
flipping
and
is
. It is clear that
( )
=
–
–
( )
1 and
. Hence,
gives
and
. So, if
then
and
,
which happens with the probability of .
Lemma 2:
, converting any bit of
or does not change the output of
with the
probability of .
Proof: Assume that the flipped bits of is , for any
. The new value of y after flipping is
donated by .
It is clear from the definition of
that
in
boolean representation. Hence, only
and
are functions of
. Therefore,
if and only if
and
.
Here in, the following equation for all possible
values of
and
are evaluated
to investigate the correctness of those conditions:

(((

)

)
(
(

(
)))

)

((

(

)

))
(3)

This evaluation shows that the above equation
satisfied with the probability of
. Hence,
converting any bit of does not change the output
of
with the probability of
. A similar
argument holds for the impact of converting any bit
of on the output of
which completes the
proof.
Lemma 3: For randomly selected
that
,
Proof:
p

For

randomly

selected
. Hence,

for

(

)

Numerical

()

such
,

( )

calculation

(4)
shows

that,

for
and

for

[11].

Following the above lemmas, the below theorem
shows that, despite of the designers claim, an
adversary advantage to desynchronize the tag and the
reader is not negligible.
Theorem 1: On a session of R2AP between a
legitimate tag
and the reader , the success
probability of an adversary which just flips bits
and
to desynchronize
and

is lower bounded by
, for any
–
Proof: On a normal legitimate session between and
, assume that
sends
and
to , where
(
clear that
and
follows:

)
. It is
has already assiged the current values of
and
respectively to
and has updated the tag’s secrets as

(5)

On the other hand, the adversary intercepts
and sends to the tag
and
⨁

(

), where

length -bit. On receiving

J. Elec. Comput. Eng. Innov. 2018, Vol. 6, No. 1, pp. 107-114, DOI: 10.22061/JECEI.2018.1103

is an string of all
and

, T extracts

and
of
as

109

M. Safkhani

follows and evaluates the received
to authenticate
the received values and update its secrets:

(6)

The above equation shows that
can be
considered as
after flipping two bits. Hence, based
on Lemma 1 and Lemma 3, it is clear that
(

(

))

.
On
(

the

other

To

evaluate
(
where,
(
(

hand,
,

the

based
)
tag
)

on

Lemma

verifies

2,

whether

)⨁

⨁

)

Therefore,

accepts the received
and
(

and

if

) that respectively are

correct with the probability of ( )

and at least

respectively. Hence, the sent
and are
accepted by
with the probability not less than
( )
If the tag accepts
as follows:

and

it will update its secrets

(7)

which does not match the reader’s records of the new
secrets

with

the

probability

of

( )

Hence, the lower bound for the success
probability of the adversary in its attack is
which completes the proof.
To implement the above attack, an adversary
eavesdrops a session of the protocol between the
reader and the tag and stores all messages but
intercepts and and sends
and as mentioned
in Theorem 1. Next, it sends a
command to the
tag. If the tag returns the old record of
it means
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that it has not accepted the sent
and
and the
adversary can impersonate the reader by sending the
stored values of and and new values of
and .
The adversary repeats this attack up to when the tag
accepts
and . Based on Theorem 1, if the tag
accepts the sent and , the updated tags records of
secrets do not match the reader records with the
probability of 0.9999962. The expected complexity of
this attack is eavesdropping a session between a
legitimate tag T and the reader
and 1829
impersonation of the reader to the tag.
3. TRACEABILITY ATTACK ON R2AP
When a reader R sends Hello command to the tag T,
the tag returns its IDS which is constant as far as the
tag has not participated in a successful run of the
protocol and updated its secrets. Hence, the constant
value of IDS can be used to mount a trivial traceability
attack against the tag holder between any two
sessions of the protocol. However, in this section, we
present a traceability attack against R2AP that works
even after arbitrary updates of the secrets.
The designers claimed that R2AP scheme resists
against such traceability attacks [8]. Before presenting
the attack, we prove a lemma.
Lemma 4: For
, it is given that
.
Proof : From definition of
(

it is clear that
)
(8)

(

)
(9)

It is clear that both
and
are
functions of
and . Hence, a correlation between
them is expected. To determine the correlation,
for all possible values of
and
should be evaluated. The
evaluation shows that for 40 out of 64 possible cases
⨁
. Hence,
which completes the proof.
Following the above lemma, the below theorem
shows that, despite of the designers claim, an
adversary’s advantage to trace the tag holder in R2AP
protocol is not negligible.
Theorem 2: Assume that the adversary has
eavesdropped a session of the protocol between and
R and the parameter length in the protocol is , given a
session of the protocol
and , the adversary’s
success probability to verify whether
is 0.977.
Proof: Assume that the adversary has eavesdropped a
session of the protocol between and and stored
(
)
.
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TABLE 1
INTERNAL SECRET VALUES AFTER DESYNCHRONIZATION

Reader (database)
𝐼𝐷𝑆 𝑜𝑙𝑑
𝐾 𝑜𝑙𝑑

Tag

𝐼𝐷𝑆
𝐾 ; 𝐾 𝑜𝑙𝑑

𝐾 ; 𝐾 𝑜𝑙𝑑

𝐼𝐷𝑆 𝑛𝑒𝑤

𝐾

𝑃𝑒𝑟 𝐼𝐷𝑆 𝑛

𝐾

𝑛𝑒𝑤

𝑃𝑒𝑟 𝐾 𝑛

𝐾

𝑛𝑒𝑤

𝑃𝑒𝑟 𝐾 𝑛

𝑛

𝐾

𝐾 ;𝐾
𝑛

𝑛𝑒𝑤

𝐾

𝑃𝑒𝑟 𝐾 𝑛

𝐾

𝐾 𝑛𝑒𝑤

it is given

(

𝑃𝑒𝑟 𝐾 𝑛

𝐾

𝐾 𝑛𝑒𝑤

𝑃𝑒𝑟 𝐾 𝑛

(

(

))

(

(

))

(
then

. If

(

(10)
)

(

)

(11)

and the expected value of
for each eavesdropped
session would be . On the other hand, if
and
⨁

⨁
is

((( ⨁

, then with the probability of 1
given
that
) ⨁( ⨁

) ))

which happens with the probability of ( ) ;
otherwise the hamming weight of that bit would be 0
with the probability of . Hence,
(
)

(((
( )

)
(

( ) )

(
=0.4296875

(

) ))

(((

)
)

(
(13)

√

|

|√

(14)

))

)
(

𝐼𝐷𝑆

Therefore, if
the expected value of
for
each eavesdropped session would be
. To decide whether T
, the adversary should
distinguish two binomial distribution with
and
, respectively, where the number of
observations are . Hence, the adversary outputs
if
for which the success

∫
)

𝐾

probability is as follows [12, 13]:

then
and
are expected to be independent and:

if
it

)

) ))

⨁

))to decide whether

((

𝑛

𝐾

)

⨁
, which is constant and independent of the
session. Hence, an adversary who eavesdropped a
session of the protocol between and , computes
and stores it. Next, given a session of
the protocol between
and , the adversary
((
)
computes

(

(((

))

(

(

𝐾

𝐾

𝐼𝐷𝑆

Based on Lemma 4, for any
that
(

𝐾

𝑛

𝑃𝑒𝑟 𝐾 𝑛

𝐾
𝐼𝐷𝑆 𝑛𝑒𝑤

𝑃𝑒𝑟 𝐼𝐷𝑆 𝑛

𝑛𝑒𝑤

) ))
(12)

When
, for an adversary who eavesdrops a
session between the tag and the reader the success
probability would be 0.921. If the adversary
eavesdrops two sessions, then its advantage increases
to
[12].
The above attack contradicts the designers of R2AP
claim that it is not possible to link messages over
sessions to trace the tag holder. Hence, R2AP
compromises the tag holder security.
4. PARTIAL DISCLOSURE ATTACK
In this section, the result of Lemma 4 to extract the
of the tag is extended which is constant and is
expected to be secure. From that Lemma, given the
messages of any distinct two sessions of the protocol
some linear equations can be found which include bits
of parameter which is known to the attacker and
bits of the tag’s
with considerable bias (distance
from 0.5). Given this fact and thanks to linear
cryptanalysis attack from classical cryptography [12],
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the tag’s
can be extracted. Before presenting the
main attack, a Lemma should be presented.
Lemma 5: Assume that the linear equation
⨁
⨁
for
,
and

which the guess is correct with the probability of
. Therefore, the success probability of the
adversary to determine whole
after eavesdropping

where is a known value and K is a
constant secret value, holds with the probability of
. Given
samples of that equation, the
adversary can determine ⨁
with a nonnegligible probability.
Proof: The above equation is a special case of classical
linear cryptanalysis which is a known plaintext attack
that tries to find a high probability linear expressions
involving “plaintext” bits, “ciphertext” bits and the
“subkey” bits as follows:

the proof. For
be
.

⨁

⨁

⨁

(15)

where,

and
, and , and
represent plaintext,
ciphertext and key respectively.
Assuming that the key is fixed, the adversary has
plaintexts and related ciphertexts under that key and
the above equation holds with the probability of ,
using Algorithm 1 of Matsui [12] the adversary’s
success probability to determine ⨁
is as follows:

∫

√ |

(16)

|√

for
and
the success
probabilities are 0.977 and 0.998, respectively. It is
clear that the given equation in the Lemma is another
representation of the equation for linear cryptanalysis
for which ⨁
⨁
has been replaced by
⨁
as a known parameter. Hence, given
equations, the success probability of the adversary to
determine ⨁
is 0.977, which completes the
proof.
Following the above lemma, the below theorem
shows that an adversary can extract the secret
of
the tag in R2AP protocol.
Theorem 3: Given R2AP, a passive adversary who
eavesdrops 128 sessions of the protocol can determine
whole tag’s
with the probability of
.
Proof: From Theorem 2, we know that
⨁
⨁
. Hence, we have a linear equation
that can be represented in Lemma 5 for which the bias
is

. Hence, given the message

for

( )

different sessions of the protocol, the adversary
can retrieve
⨁
with the probability of
.
The success probability of the adversary to determine
whole -equations correctly is
.
However, each equation includes two bits of
which means that the adversary needs to guess a bit of
112

sessions of the protocol is

which completes

, the success probability would

5. COMPARISON WITH THE RELATED WORKS
The described desynchronization attack in this
paper benefits from our observations of the structure
of the messages that are calculated over R2AP . It
should be noted that other desynchronization attacks
on this scheme has been reported already, [23,24].
However, they both follow similar attacks on other
ultra-lightweight mutual authentication protocols
(UMAP) such as SASI [1], RAPP [9], and etc., and are
based on the fact that only the reader introduces
nonce into the protocol. In [23], Safkhani and Bagheri
presented a generalized version of such attacks
against UMAP, include R2AP. On the other hand, the
proposed attack in this paper is a dedicated attack for
R2AP. Although we cannot claim lower complexity for
the attack, it provides a new insight behind the
designing of R2AP.
It is obvious that after desynchronizing the reader
and the tag, either based on the attack provided in this
paper or other related desynchronization attacks, it
would be possible to trace the tag based on
it. However, again it is tried to use the structure of the
transferred messages to apply a traceability attack.
In the related work [24], Taqieddin et al. also
proposed a secret disclosure attack against R2AP,
which extracts whole the secrets with the complexity
of 225. The advantage of that attack is to recover
whole secrets while here in only ID is recovered.
However, the approach of the secret disclosure
attack which is presented in this paper is novel, based
on linear cryptanalysis and also it has much lower
complexity, i.e., 27 sessions of the protocol. In
addition, the attack presented in [24] is an active
attack, in which the adversary should terminate the
messages or manipulate them. In addition, the tag and
the reader should not update their shared parameters
during the attack process, while the proposed attack is
a passive attack and has no restriction on the updating
the shared parameters, note that ID is a constant value
and will not be updated. This feature makes the
proposed attack in this paper more feasible. It should
be noted that the main target of this paper is to
introduce the application of a technique from
cryptanalysis of block ciphers to attack a protocol
based on simple operations. In addition, the idea
presented in this paper can be used to recover other
shared values in an active adversarial model, but it is
not the target of this paper.
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Finally, it worth nothing Taqieddin et al. [24] also
proposed an improved version of R2AP. In the
proposed protocol, they kept whole the structure and
just changed transferred messages E and B. Given that
they have not changed the structure of the transferred
message D, an identical disclosure attack can be
applied on their protocol also. In addition, given that
only the reader introduces nonce into the protocol,
following the generalized desynchronization attack of
[23], it is possible to desynchronize the tag and the
reader also.

[5] P. D’Arco and A. D. Santis, “On ultralightweight RFID
authentication protocols,” IEEE Trans. Dependable Sec.
Comput., vol. 8, no. 4, pp. 548–563, 2011.

6. CONCLUSIONS

[9] Y. Tian, G. Chen, and J. Li, “A new ultralightweight RFID
authentication
protocol
with
permutation,”
IEEE
Communications Letters, vol. 16, no. 5, pp. 702–705, 2012.

It was shown that R2AP suffers from
desynchronization, traceability, and disclosure
attacks, where the two later attacks work in passive
adversary model. In the presented secret discloser
attack, linear cryptanalysis was used which is a tool to
attack block ciphers. This study shows that R2AP is as
weak as its predecessor (e.g., SASI [1] or Gossamer [2]
and RAPP [9]), and even its successor proposed by
Taqieddin et al. [24]. This study along with the past
study such as [14]-[16], [4], [17]-[18], [5], [7] show
that it may not be possible to design a secure
authentication protocol without employing a secure
cryptographic primitive. On the other hand, given
recent advances in symmetric cryptography and
available lightweight block ciphers such as SIMON
[19], SIMECK [20] and PRESENT [21] that are very
lightweight and can be implemented in the constraint
environments, a better direction could be designing a
secure authentication protocol using these primitives.
Although, using a secure primitive does not guaranty
the security of the designed protocol [22].
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