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 Search protocols are among the main applications of RFID systems. Since 
a search protocol should be able to locate a certain tag among many tags, 
not only it should be secure against RFID threats but also it should be 
affordable. In this article, an RFID-based search protocol will be 
presented. We use an encryption technique that is referred to as 
authenticated encryption in order to boost the security level, which can 
provide confidentiality and integrity, simultaneously. Furthermore, since 
the proposed protocol belongs to the lightweight protocols category, it is 
appropriate for applications that require many tags and costs must be 
low. In terms of the security, the analysis results give a satisfactory 
security level and it is robust against different RFID threats like replay, 
traceability and impersonation attacks. Using Ouafi-Phan model, BAN and 
AVISPA, we also checked the security correctness of the suggested 
protocol. 
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1.  INTRODUCTION 

RFID is one of noncontact technologies that tries to 
illuminate human interference and create a smart 
environment based on wireless systems. Nowadays, it 
has various applications in different domains like 
library, passport and object tracking. In an RFID 
system, each item has an attached tag -to store unique 
and specific information about it- and a reader which 
gathers the information of the tag via a wireless 
connection and sends it to a backend database server 
to process [1, 2]. 

The search protocol is one of RFID's most 
significant applications. This application is very useful 
in the warehouse and supply chain management with 
a large number of items. By RFID technology, tag 
search process is accelerated and a stock keeper could 

find a tagged item with minimum time and high 
accuracy. The first solution to implement a search 
process in RFID systems is to assign an identification 
number to each tag. Protocols based on ALOHA [3, 4] 
and TREE [5, 6] are used in this solution. However, 
these kinds of protocols have an easy and simple 
solution and could be applicable in some applications; 
there is a security concern about them. An attacker 
can trace a tag by its identification number and 
implement the traceability attack on these protocols. 
To solve this issue, the researchers tried to use an 
authentication process to find a specific tag [7, 8]. In 
this process, the reader authenticates all existing tags 
in its field and understands which one is present this 
solution gives a satisfactory security level but it is 
time and power consumption. In a large-scale 
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application, the extensive computational load is 
burdened on the server by this kind of search 
technique, with O(N) complexity. In order to have a 
simple solution with high-level security, search 
protocols have been proposed. 

RFID protocols such as authentication and search 
could be classified on the basis of a variety of aspects, 
such as the reader-server communication and the 
weight of the tag. The protocols are categorized in 
three classes in terms of the weight of the tag:  non-
lightweight, lightweight and ultra-lightweight 
protocols. Only easy functions like shift registers, XOR 
and AND can be used in ultra-lightweight protocols [9-
13]. Hence, this group of protocols could not provide 
the desired security [14-16]. In the lightweight 
authentication protocols, simple encryption models 
like cycle redundancy check (CRC) and pseudo 
random number generator (PRNG) are used [17]. Such 
protocols have a limitation on resources and the 
numbers of the gates for security modules, which are 
accommodated on the tag, are approximately 4500 
gates [18]. These protocols are compliant with the 
EPC standard and can be implemented on the low-cost 
tags [8]. The third group of protocols to raise the 
system's security level uses encryption methods such 
as asymmetric cryptography. For instance, in recent 
years, some elliptic curve cryptography (ECC)-based 
protocols have been presented for RFID systems [7, 
19]. ECC is one of the asymmetric cryptographic 
methods with a desirable level of security that 
requires about ten thousand gates to be implemented. 
[20, 21]. Although we achieve an acceptable amount of 
security by using these functions, they cause the 
number of accommodated gates on the tag to rise 
rather than the lightweight protocols. In spite of the 
fact that security is a key challenge in the RFID search 
protocols, tag expense is also an effective parameter 
when implementing the scheme for an 
implementation with many tags. Therefore, it seems 
necessary to make trade-off among the amount of 
security and the price.  

Many scientists have been trying to present an 
effective search protocol in latest years. In 2007, Tan 
et al. [22] provided various search protocols.  In the 
first protocol that is simplest of them, the reader 
broadcasts a request, which contains the ID number of 
the target tag. Then, a tag that its ID matches to the 
request, responds to the reader. This protocol is 
susceptible to replay and traceability attacks. To resist 
the first protocol against the replay attack, the authors 
proposed that the reader should use a random 
number in each sending request in the second 
protocol; the tag stores random numbers that reader 
has sent in the previous session. If the tag receives the 
message with a repetitive random number, does not 
respond. Although this solution could protect the 

protocol against replay attack, because the tag should 
store all previous random numbers that were 
generated by the reader, the implementation of this 
protocol is difficult. In the third protocol, Tan et al. 
proposed that for responding to the reader’s request, 
a set of the tags should reply that the first m bit of 
their ID is similar to the first m bit of the desirable tag 
ID. In this method, if the tags have structured ID, this 
protocol has not suitable security levels. In the fourth 
protocol, the authors proposed that the non-desired 
tags in the reader's neighborhood should react with 
the probability of l. The authors claimed that this 

approach is resistant against the traceability attack. 
Although it has been proved in the articles of Safkhani 
et al. [24] and Dhal et al. [23] that the protocols of Tan 
et al. are susceptible to the impersonation, the replay 
and the traceability attacks, many protocols based on 
protocols of Tan et al [25-29] have been presented. 

In 2009, Kulsung et al. presented a search protocol 
based on PUF and LFSR [29]. In this protocol, if the 
adversary replays the last transferred message to the 
tag, the tag responds constant messages; therefore, 
this protocol is not resistant against the traceability 
attack [30]. In 2012, Yin and Li proposed a scalable 
and lightweight search protocol based on Encrypted 
Credential [28]. This protocol also was not robust 
against the traceability. In addition, Dhal and 
Sengupta’s protocol [23], the protocol of Zuo et al. 
[27] and the protocol of Hoque et al. [26] were not 
resistant against the traceability attack. In the 
protocol of Kim et al. [25], the protocol of Chun et al.  
and the protocol of Jialiang et al. [31], the attacker can 
send a false request, save the answers of the tags and 
play them back on the reader's valid demand.  
Therefore, the described protocols could not be 
robust against the impersonation attack. In the 
protocol of Lin et al. [17] and the protocol of 
Sundaresan et al. [32], since the tags’ responses are 
independent of the reader’s request, if the adversary 
stores the tag’s response one time, he can 
impersonate the tag. In Yoon and Youm’s protocol 
[33], the protocol of Won et al. [34] and the protocol 
of Lee et al. [21], since the target tag always replies to 
the reader’s request, protocols are vulnerable to the 
traceability. In 2014, Xie et al. [35] presented a secure 
search protocol to find a lost tag. In the same year, 
Joen et al. [36] showed that Xie’s protocol is 
vulnerable to the traceability attack. In 2016, by using 
HMAC hash function, Mita et al. [37] presented two 
authentication and search protocols that both of them 
are vulnerable to DoS attack [40]. In 2015, 
Sunderesan et al. [38] presented a tag search protocol 
using a 128-bit PRNG function that Eslamnezhad et al. 
[39] proved that it is not resistant against traceability 
attack and improved it. In 2017, Sunderesan et al. [40] 
by using a modular and PRNG function presented 
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another search protocol. In this protocol, the reader 
must be directly linked to the server during a search 

phase to calculate modular calculations [42].  

 

 
Figure 1: The Encryption mode of ASCON-128. 

 
In spite of the fact that the famous symmetric and 

asymmetric encryption methods such as DES [43], 
AES [44] and ECC [7] could improve the security and 
privacy level of the tag search protocols, their 
implementation is sophisticated on the low-cost 
passive tags [19, 43, 45]. 

Given that in low-cost tags the number of gates to 
implement a security module is roughly 2500 to 4500 
gates [29, 45, 47], using standard algorithms such as 
RSA and alternative methods such as ECC is 
practically impossible [48-52]. In addition, AES could 
be accommodated with 3400 gates [53], although this 
implementation is inefficient and very slow [40]. 
Protocols based on PUF and LFSR require 
approximately 1400 gates but are highly advanced 
and can generate fluctuating outcomes depending on 
working conditions [41]. In this article, we will 
suggest a new search protocol which is capable of 
simultaneously providing confidentiality and 
integrity. We use authenticated encryption (A.E.) as 
encryption technique to accomplish this objective. In 
addition, the suggested search protocol can meet the 
restriction of low-cost tags in terms of weight. 

The main contributions of this paper are: 
1.  Based on our knowledge in this study, it is the first 
time that an A.E. encryption is used to present an RFID 
search protocol for low-price and passive tags.  
2. In the proposed protocol in this study, 
confidentiality and integrity are provided 
simultaneously.  
3.  The proposed protocol is a serverless method and 
suitable for applications with many tags.  

    The article's structure is as follows: A.E. method 
is described in Section 2. A new protocol is presented 
in Section 3 and its security is analyzed in Section 4. 
The suggested protocol is compared with other 
protocols in Section 5 and finally, in Section 6, we 
conclude this investigation. 

2.  AUTHENTICATED ENCRYPTION 

The encryption technique used in the proposed 

protocol is described in this section. The security of 
information comprises three key elements: 
availability, integrity and confidentiality. 
Confidentiality talks about protecting information 
from disclosing by unauthorized parties. Integrity 
refers to protect data from tampering by illegitimate 
parties and availability guarantees access to 
information when needed. 

Although cryptography methods improve the 
confidentiality level against various threats such as 
eavesdropping and disclosing data, if a system wants 
to provide an acceptable security level, it should 
satisfy all aspects of security and privacy. For 
example, a doctor wants to store a medical 
information of the patient in the medical database. 
The system should guarantee that the medical 
information of the patient is kept confidential. In 
addition, the system should ensure a person 
transferring the medical information really is the 
doctor and the information has not tampered on the 
channel. Therefore, the system should provide 
confidentiality and authenticity, simultaneously. 

In the mentioned example, suppose that medical 
records system is used A.E. method. At first, a key 

|k|}1,0{kÍ  should be shared between the database 

and the computer of the doctor. When the doctor 
wants to send the medical records M=(m, AD) to the 
database on an uncertain channel, the system 
generates a random number that is called Nonce as 

n}1,0{NÍ  and encrypts M by N and k as C=Ek(M, N). 

It also produces MAC and transmits MAC, N and C to 
the database.  M=Dk(C, N) is decrypted and the 
integrity of the message is validated by MAC in the 
database. If the received MAC is valid, the database 
ensures the sender of the message is a legitimate 
doctor and stores the record. 

The easiest solution to simultaneously prepare 

confidentiality and integrity is to combine an 

encryption algorithm and a message 

authentication code (MAC) function. In this 
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solution, that is called generic composition [54], 

not only the efficiency is not acceptable, but also 

the general combination of functions may cause 

errors in implementation [55, 56]. To solve the 

mentioned errors, researchers suggested using of 

block cipher modes and dedicated  A.E. 

algorithms such as AES-GCM[57], CCM-based 

802.11i standard [58], GCM-based [59] on NIST 

standard and six A.E. schemes based on ISO/IEC 

19772:2009 standard [60]. Given that basic 

problems in A.E. schemes and lack of the patent 

in dedicated A.E. algorithms [61-63], in 2014, the 

CAESAR (Competition for authenticated 

encryption: Security applicability and 

robustness) was held by the international 

cryptologic research community with the 

objective of offering effective A.E. techniques. 

Initially 57 designs with different structures, like 

sponge and stream cipher, were submitted for a 

number of applications.  The main focus of the 

candidates is to design dedicated  A.E. schemes. 

Given that a dedicated A.E. scheme 

simultaneously utilizes one module to create a 

ciphertext and MAC, there is no separated and 

individual MAC function. In terms of lightweight 

cryptography scheme, some of the candidate 

models like NORX [64], ACORN [65], ASCON [66] 

and JOLTIK [67] have been presented. For more 

explanation, ASCON algorithm that is a candidate 

of the final step of CAESAR competition for 

lightweight applications will be introduced 

briefly. It is recommended that the reader study 

the details of ASCON v1.2 in [66]. ASCON is based 

on sponge construction and uses permutation 

boxes with 320 bits long. it absorbs 128-bit key, 

128-bit Nonce, 64-bit initial vector, and plaintext 

blocks and generates ciphertext and 128-bit MAC 

as output. As shown in Figure. 1, four stages are 

included in the ASCON cryptography process. 

The internal state is initialized by means of a key, 

Nonce and a constant value. The second stage is 

optional and if associated data exists, we can add 

it to the internal state. Associated data is an 

additional data that is not encrypted and the 

receiver will confirm its integrity. In the third 

stage, the plain text is absorbed into the secret 

state in the third stage by using XOR and 

generating ciphertext. In the last stage, by 

utilizing the shared key and internal state, MAC is 

produced. The security claims of this scheme has 

been presented in Table 1. The Decryption 

process in ASCON is similar to the encryption 

process with the difference that in the third 

phase the plaintext is swapped with the 

ciphertext and do not need any additional 

hardware. 

TABLE  1 
THE SECURITY CLAIMS OF ASCON-128 

Claims Security (bit) 

Confidentiality of plaintext 128 

Integrity of plaintext 128 

Integrity of associated data 128 

Integrity of public message number 128 

 
As depicted in Table 2, these lightweight A.E. 

schemes can meet the passive tag restrictions and 
involve under 4500 gates in contrast to renowned 
encryption techniques like ECC, DES and AES [64-69]. 
Therefore, A.E. can be asserted as a suitable 
encryption model for lightweight tags. 

 

3.  THE PROPOSED PROTOCOL  

As shown in Figure 2, the new search protocol will 
be described in this section. Table 3 lists the notations 
used in this protocol.  The suggested protocol consists 
of two phases: the phase of initialization and the 
phase of search. 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
• Initialization phase: 

Suppose the channel from the server to the reader 
is protected. The server first authenticates the reader 
and stores the legitimate tag information that can be  
 

TABLE 2 
COMPARISON OF LIGHTWEIGHT ENCRYPTION SCHEMES 

 

Algorithm Construction 

 

Parallelizable 

 ENC  ʌDEC 

Security 

proof 

Gate              

equivalent 

ACORN 
Stream- 

cipher 
YES NO 2600 

ASCON Sponge YES YES 2600 

NORX Sponge YES YES 1386 

JOLTIK 
Block- 

cipher 
YES YES 2100 

DES 
Block- 

cipher 
YES YES 2309 

PHOTON Hash NO YES 4362 
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Figure 2: The RSPAE protocol. 

 
 
authenticated by the reader as (csi , rtsi, h(Tid, ti)) for 
i=1 to n in it. In addition, h(Tid, ti) and (cslj, rtsj and rtsj

-

1) for j=1 to m as the list of legitimate readers are 
stored in the tags. Furthermore, cs and csl set to zero 
and rts=rts-1.  
• Search phase:   
- Step one:   
i. Nr is generated randomly by the reader as the nonce.  
ii. Increases csj as csj=csj+1.  

iii. Calculates M1 as: jrj1 rtsNid=M ÄÄ . 

iv. Encrypts M1 and csj by k as M2=Ek(M1,csj)and   
broadcasts Nr, M2 and MAC  as a search request to 
the tags accessible in the reader range.          

- Step two:   
i. Upon receiving search query, each tag decrypts M2 

by k and obtains M1 and csj.  
ii. It checks id as:  

rtsNMid r1 ÄÄ=                     (1) 

If above equation does not hold using rts, the tag 
repeats the comparison by rts-1.  

iii. If equation (1) holds, the tag recognizes the search 
query is for itself and continues as follow: 
A.  Compares cs with csl. 

B.  If cslcs¢ , this means that the tag receives an 

expired search query and the replay attack has 
occurred, then it sets 1flag « . Otherwise, the 

authentication process is continued as follow:  
A. Equals cs to csl.  
B. Generates two random numbers Nt1 and Nt2 as 

nonce.  
C.  M3 and M4 are calculated as:   
 idNNrtsM r1t3 ÄÄÄ=  

     )N,M(EM 2t3k4 =  

D.  Sends Nt1, M4, MAC to the reader. 
iv. If flag=1 or equation (1) does not hold using rts and 

rts-1, the tag responds to the reader with the 
probability of l to harden against the traceability 

attack. It should be noted that the response of the 
tag is random and there is no information in it 
about the parameters of the tag. 

v. If id is verified by rts, the tag updates rts-1 by rts and 
rts by Nt2. 

- Step three   
i. Upon receiving the response of the tag, the reader 

decrypts it by k and gets M3 and Nt2. 
ii. It checks rtsj as:  

idNNMrts r2t3
?

j ÄÄÄ=
    (2) 

iii. When equation (2) is held the tag is there, so rtsj is 
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updated by Nt2 by the reader. 
 

TABLE 3 
 THE NOTATIONS USED IN THE PROPOSED PROTOCOL 

 
Notation 

S  Server 

R  Approved portable reader 

AL Access list of the reader  

Tid Tag’s Id-number  

k Encryption and decryption key  

ts Each tag's unique secret key 

id The identification of the tag which is 
calculated on the server as id = h(tid, ts). 

rts Current shared secret between each reader 
and the tag  

rtsr The rts in the reader-side 

rtst The rts in the tag-side 

rts-1 Last shared secret between each reader and 
the tag  

Nr The random number that the reader 
generates 

Nt1, Nt2 The random number that the tag generates 

cs Current counter value  

csl Last counter value  

 Exclusive-OR function (XOR) 

m The number of lawful readers capable of 
authenticating the tag 

flag Flag is used to indicate the relay attack  

Xs|Ps¹  The principal Ps can act if the formula Xs is 
true. 

#Xs Formula Xs is new and was not previously 
sent 

XsPs-  Xs sent a message to Ps 

Ps|~Xs Ps once said Xs  

Gi Ith group of the tags around the reader 

n The number of the legitimate tags that the 
reader has permission to authenticate them. 

4.  SUGGESTED PROTOCOL ‘S SECURITY ANALYSIS 

The formal and informal security evaluation of the 
suggested protocol is provided in the current section. 
Based on the informal analysis, the robustness of the 
proposed protocol against some RFID threats will be 
evaluated in subsection 4.1. We use the AVISPA tool 
and the BAN logic to evaluate the protocol's 
robustness in subsection 4.2 for formal analysis. In 
addition, we present a formal proof by using Ouafi-
Phan model [70] in subsection 4.3. 

For this security analysis, we present an adversary 

model due to various suppositions. The first 

assumption is that the adversary can eavesdrop and 

intercept the transmitted signal between the tags and 

the reader.  Additionally, it can send messages like a 

reader or a tag, and access to all encryption functions 

excluding secret parameters. 

4.1.  INFORMAL SECURITY ANALYSIS 

4.1.1.  DOS ATTACK 

 In the suggested protocol, asynchronous case for 
the tag and the reader is possible in the following 
situations: 
ü tr rtsrts ¸  

ü cslcs¢  

ü 2
t

1
t rtsrts -- ¸  

We explain how these situations happen and our 
approaches to resist the protocol against them in the 
following scenarios. 

In the first scenario, the attacker acts as follows: 
1. When the reader transmits Nr, M2 and MAC, the 

adversary eavesdrops the messages. 
2.  Then intercepts the sending message from the tag  

Therefore, rts is changed in the tag-side but rts is 
not updated in the reader-side. Hence, the type 1 of 
the desynchronization occurs. To overcome this 
problem, not only rts is stored, but also the last search 
round key rts-1 is stored in the tag. As noted earlier, in 
the proposed protocol, the tag first verifies id by using 
rts. If the verification is failed, the tag repeats the 
same process by rts-1. The search protocol will be 
completed if only one of rts or rts-1 is matched. Note 
that rts is updated while id is match with the current 
rts. If the tag uses rts-1 to verify id, it does not update 
rts. Hence, the proposed solution protects the protocol 
against DoS attacks. 

In the second scenario, to implement the DoS 
attack, the adversary should be done as follows:   
1. He eavesdrops and stores previous search session 

messages.  
2.  Computes DÄ=cs'cs whereDis a random number.  

3. Sends cs', M2 to the tag.  
Above scenario causes to change csl to DÄcs  in 

the tag-side. Given that, cs in the reader-side are not 
equal to DÄcs , the type 2 of the desynchronization is 

occurred. In the suggested protocol, authenticated 
encryption is used to prevent such an attack. Since 
upon receiving the messages, the tag verifies the 
received messages by checking MAC, if the adversary  
tampers the messages, the tag detects this 
manipulation and aborts the session. Therefore, the 
suggested method is not vulnerable to this attack. 

In the third scenario, the adversary intercepts the 
tag’s messages, manipulates them and resends to the 
reader. Because M4 and Nt2 is encrypted by A.E. 
method, if the adversary tampers the messages, the 
reader detects this manipulation easily. So, the 
suggested method is not susceptible to this attack. 

4.1.2.  READER LOCATION PRIVACY 

 In some applications, mobile readers are used. 
Hence, the adversary has the ability to trace the 
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reader or steal it. If the reader’s messages consist of 
constant values associated with the reader’s security 
parameters, the adversary can trace the reader by 
eavesdropping the messages. In the proposed 
protocol, the reader generates Nr randomly, computes 
M1 and M2 with it and encrypts messages by A.E. 
method. Accordingly, all the messages generated by 
the reader are fresh. The probability of the distinguish 

the reader random query are ( x2/1)win(P = ), where 

x is the length of MAC that based on Table 6, for 
ASCON, NORX and ACORN, x is 128, 80 and 128 
respectively; so, P is negligible. Thus, the reader 
location privacy attack is not doable on this protocol.  

 

4.1.3.  CLONING ATTACK 

The aim of the cloning attack is to authenticate a 
fake tag as a legitimate tag by the adversary. When the 
reader transmits a fresh message by using cs and Nr to 
the tags, the adversary as a valid tag should prepare 
the response based on Nr and cs that have been 
embedded in the receiving messages. Because the 
adversary does not have any knowledge about k and 
rts of the legitimate tag, he cannot forward a valid 
response to the reader. On the other hand, for 
spoofing attack, the adversary needs rts, cs and k to 
make M2 as a search query to fraud the tags. Because 
all exchange messages in the proposed protocol are 
encrypted by A.E., it cannot take any information 
about the secret parameters. Furthermore, since cs is 
increased in each session if the adversary utilizes the 
outdated message, it is detected by the tag and the 
session is aborted. So, our protocol is not susceptible 
to the cloning attack. 

4.1.4.  TAG LOCATION PRIVACY 

 In order to protect the tag location privacy, there 
are various methods such as:   
• Tags which are similar for first m bit of their id to 

the first m bit of the target tag id, answer to the 
search request of the reader [56]. 

• To the search request of the reader is reacted with l 
probability by the non-target tags [56].  
 In the proposed protocol, the request of the reader 

is reacted with l probability by the non-target tags. 

Therefore, if the adversary can send a legitimate 
search query to the tags population because he 
receives l responses from them, he cannot detect the 

existence of the desired tag. On the other hand, to 
prevent the traceability attack by counting tags’ 
responses[24], we use cs. If the desired tag receives a 

search query with cslcs¢ , it does not respond. 

Therefore, the mentioned attack cannot be 
implemented on our suggested method. 

4.1.5.  PHYSICAL SECURITY 

This attack is based on the physical access of the 
adversary to the reader and the tag. As far as the 
reader is concerned, since the tags' id are saved as 
hashed form in the reader, the adversary cannot 
reveal Tid and ts of the tags if the reader security is 
compromised. On the other hand, a secret key is 
shared between the reader and the tag by the server, 
the adversary cannot discover helpful data about 
other tags by compromise the physical security of the 
tag. Hence, the proposed protocol has no security 
issue related to physical security.  

4.1.6.  REPLAY ATTACK 

To implement the replay attack, the attacker saves 
the transferred messages in one successful session 
and tries to make a connection to a tag directly by 
stored messages. When the reader is absent, if the 
adversary sends the old messages to tag, cs will not be 
updated. Since it is necessary to increase cs in each 
session, after receiving the stored message and 
comparing cs and csl, the tag understands the received 
message is not fresh and aborts the session. Then, it 
replies the random numbers with l probability as the 

response. Therefore, such an attack on the suggested 
protocol is not possible. 

4.2.  FORMAL SECURITY ANALYSIS   

4.2.1.  AVISPA TOOL 

 To evaluate and verify the correctness of a security 
protocol, there are various kinds of automated tools 
that provide a practical and realistically environment. 
The aim of this evaluation is to understand that the 
proposed protocol can perform properly in real 
condition or not. Automated validation of internet 
security protocol (AVISPA) is an automated tool that 
analyzes a security protocol and prepares a report 
about security issues of the protocol [48]. At the first 
step of the analysis, we have to model the protocol 
and the adversary by HLPSL. In the next step, to 
evaluate the validation of the protocol, AVISPA uses 
four back-ends as follows:   
• TA4SP: Tree automate based on automatic 

approximations for the analysis of security 
protocols [72].  

• OFMC: On the fly model checker [73].  
• SATMC: SAT-based model checker [74].  
• CL-ATSE: Constraint logic based-attack searcher 

[75].  
The structure of AVISPA tool has been illustrated in 

Figure 3. Because no message is transferred in the 
initialization phase of RSPAE, in the Figure 4 only the 
search phase of the proposed protocol has been 
shown and formalized by HLPSL. The result of AVISPA   
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Figure 3: The structure of AVISPA 
 
 

 
TABLE 4 

AVISPA RESULTS FOR THE RSPAE 
 

Back-end Summary 

TA4SP INCONCLUSIVE 

OFMC SAFE 

SATMC INCONCLUSIVE 

CL-ATSE SAFE 

 
 

 
 

.  

Figure 4: The specification of the RSPAE in HLPSL.  
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is shown in Table 4. In light of utilizing XOR in the 
proposed protocol, SATMC and TA4SP cannot verify it. 
So, the outputs of CL-ATSE and OFMC are safe and the 
outputs of SATMC and TA4SP are INCONCLUSIVE. 
Therefore, the results of AVISPA analysis confirm that 
the RSPAE provides authentication and secrecy 
properties. 

4.2.2.  BAN LOGIC 

 In this section, a formal method called BAN logic 
[76] is used to evaluate the security level of the 
suggested methodBased on the protocol structure, we 
use the following two rules: 
1.  Public key rule  

Xs|~Qs|Ps

]Xs[Ps,PsQs|Ps
:1Pn K

K

¹

½­«¹ -
 

2.  Believe rule  

)Xs(|~Ps

)Ys,Xs(|~Ps
:2Pn  

Formal format of the messages in the search phase  
are as follows: 

MAC,M,N:RT.2FMn

MAC,M,N:TR.1FMn

41t

2r

­

­
    

To evaluate the security level by BAN logic, a 
protocol has to pass four steps as below: 

Idealizing the protocol 

In the first step, the formal message of the protocol 
should be converted to the favorable form of BAN 
logic. The ideal form of exchange messages in this 
protocol are:   

kttr

kr

rtsNNNidRIMn

rtscsNidTIMn

},,,,{.2

},,,{.1

21-

-
 

Initiative premises 

The initial assumptions of the RSPAE are specified 
as follows:   

)cs(#|R.10An

)N(#|R.9An

)N(#|T.8An

)N(#|T.7An

TR|T.6An

RT|R.5An

RT|T.4An

RT|R.3An

TR|T.2An

TR|R.1An

r

2t

1t

id

id

rts

rts

k

k

¹

¹

¹

¹

½­«¹

½­«¹

½½­«¹

½½­«¹

½­«¹

½­«¹

 

Establishment of security goals 

The RSPAE's security objectives are described as 
follows:  

rN|~R|T:1Goal ¹  

This implies the tag is confident that the reader 
produced and transmitted Nr without any interference 
of the attacker. 

2tN|~T|R:2Goal ¹  

This implies the reader is confident that the tag 
produced and transmitted Nt1 without any 
interference of the attacker. 

Protocol Analysis 

According to the previous steps, RSPAE's security 
evaluation is as follows: 

According An2, IMn1 and Pn1: 

}Nrts,id,{cs,|~R|T:K1 r¹ By Pn2 and K1, we obtain 

K2 as: rN|~R|T:2K ¹ . Based on An1, IMn2 and Pn1, 

we compute K3 as: }rts,N,N,id,N{|~T|R:3K r2t1t¹ . 

By Pn2 and K3, K4 is inferred as follows: 

2tN|~T|R:3K ¹  

K2  prove the correctness of Goal1 and K4 prove the 
correctness of Goal2. Therefore, it can be claimed that 
in the suggested protocol, messages are exchanged 
without any interference. 

4.3.  FORMAL SECURITY PROOF 

In this section, we evaluate RSPAE's resistance 
against the traceability attack by a formal proof that 
proposed by Quafi and Phan [57] and works as 
follows:  
• Learning Phase: 

Assuming the existence of the tag T0 in the group 
G0, the adversary sends an execute query and receives 
MAC, M2 and Nr from the valid reader and Nt1, M4 and 
MAC from the tag. In addition, she gathers some noisy 
response from other members of the group that are 
sent bylprobability and stores all received messages.  

• Challenge phase: 
The adversary chooses two fresh groups G0 and G1 

as T0 only belongs to G0. Then she sends the test query 
to them. The challenger generates a random bit 

}1,0{bÍ and delivers responses of Gb to the 

adversary.  
• Guess Phase: 

The attacker produces the output b'=0 if she 
conjectures Gb=G0; otherwise the output will be b'=1. If 
Pw is the probability of the correct selection of b' by 

the adversary, the Utr
AAdv  (adversary advantage) is 

calculated based on the equation 3 and we will show 
that this amount is negligible.  

|
2

1
)b'b(P|

|)flipcoinrandom(P)b'b(P|Adv

w

ww
Utr
A

-==

-==

               (3) 
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Since the untargeted tags in the group Gb respond 
to the adversary’s request by l probability, to detect 

of the existence of T0 in this group, the adversary 
could use the number of responses to successive 
execution of challenge phase[39]. This attack method 
is not feasible in the RSPEA because if csl in the tag is 
lower than or equal to cs of the search request, the tag 
does not respond to the request. The attack is only 
possible when the adversary is able to decrypt and 
manipulate the reader’s requests. Given that the A.E. 
based protocols e.g. Acorn and Acson could provide 
128-bit length security messages and values such as 
Nt1, Nt2 and Nr are fresh and random in a new session, 
the possibility of the manipulation of the messages by 
the adversary is very low. Therefore, it can be claimed 
that the adversary advantage of the traceability 
attacks is negligible. 

5.  SECURITY AND PERFORMANCE COMPARISON  

In the current section, we compare the suggested 
protocol with the other protocols in terms of security 
and efficiency. In Table 5, the efficiency has been 
compared based on different parameters such as Total 
transferred bit, The Number of Messages Exchanged 
and gate equivalent (GE). The tag’s weight is an 
important parameter for comparing the protocol 
effectiveness. The tag’s weight refers to the number of 
gates that are accommodated in a tag’s security 
module. The fewer the amount of GE a tag has, the 
lower the cost of implementing the protocol will be. 
On the other hand, reducing the GE would also lead to 
a reduction in the protocol's security level. The 
security module of RSPAE has three principal parts: 
XOR function, random number generator (RNG) 
function and A.E. cryptography function. 

For a more concise and accurate comparison, we 
consider three different kinds of A.E. algorithms 
(NORX, JOLTIK and ACORN) with different features 
which are shown in Table 6. One effective parameter 
in an A.E. module’s weight is the length of the 
encrypted message that is called Ek() . Assuming we 
use NORX8 with 1386 GE to implement the proposed 
protocol, we need three XOR functions with 3 GE [64] 
and 32-bit AKARI1B [77] with 922 GE. As a result, the 
proposed protocol needs 2299 GE to be implemented. 
For ACORN [65] with 2600 GE, 128-bit AKARI1B is 
used and a total of 6899 GE are required. Finally, for 
JOLTIK [67] with 2100 GE, we use 32-bit AKARI1B 
and need a total of 3028 GE. However, we used a 
symmetric encryption technique in RSPAE, the 
findings show that the tag's weight can meet the 
restriction of passive and lightweight tags. One of the 
main parameters to compare the efficiency of the 

RSPAE to other protocols is the number of messages 
that are exchanged in the protocol. The lower that 
amount is, the better the consumption energy and the 
run-time of the protocol will be improved. As shown 
in Table 6, in the proposed protocol two messages are 
transferred and TTb = 348. The results prove that 
even though in the proposed protocol the ciphertext 
and MAC are transferred together, the TTb is either 
equal or fewer than other protocols [21, 27, 34, 78].  

Despite the fact that there are only two 
cryptography functions in the proposed protocol, our 
protocol has fewer TTb and is more secure against 
various kinds of attacks in comparison to 
Sundaresan’s protocol [78]  with zero encryption 
function. 

As mentioned in the section 3, in order to prevent 
invalid readers to have access to a tag, the data of the 
eligible readers is saved in the memory of tags. 
Therefore, the number of readers that can save their 
data in a tag is an important parameter for protocol's 
scalability. The main required parameters should be 
stored in each tag are id and (kj, csj, rtsj, rtsj

-1) for j=1 to 
m. We assume that each tag has 8KB memory [79, 80]. 
Given that the number of the readers can be stored in 
each tag is m= total memory/length (kj, csj, rtsj, rtsj

-1), 
by using NORX, ACORN and Joltik the number of the 
readers are 372, 127 and 409 respectively. Since 
ACORN scheme is a candidate in the final step of the 
CAESAR, we consider it as an encryption scheme of 
the proposed protocol. However the result of the table 
6 does not show the best GE for ACORN, but there are 
various efficient and lightweight implementations for 
this secure and lightweight scheme.  

As shown in Table 7, the suggested protocol is 
compared with other protocols based on various 
attacks. In most of the protocols, an attacker can track 
tags. To solve this problem, we used tags’ random 
response and counters cs and csl. Hoque et al. [26], 
Hossain et al. [81] and Sundersan et al. [78] are 
vulnerable to DoS attack. Because the suggested 
protocol uses A.E. encryption method and saves 
additional parameter like rts-1, It is robust against 
different kinds of DoS attacks. The suggested protocol, 
using A.E. methods, ensures confidentiality and 
integrity simultaneously on the side of the reader and 
on the side of the tags and the protocol is strong 
against well-known threats to the search procedures 
such as clone and DoS attacks.   

Table 5 and Table 7 demonstrate that the 
suggested protocol is a scalable and reliable search 
technique. In addition, for applications with many 
tags, it is an appropriate solution. 
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6.  CONCLUSION 

In this paper, we presented a scalable lightweight 
RFID  search protocol. We employed an encryption 
technique called Authenticated Encryption (A.E.) to 
improve the security level of the suggested protocol. 
The A.E technique will be used for the first time in a 
search protocol for RFID. The A.E. encryption method 
can provide confidentiality and integrity, 
simultaneously. Based on the result of Section 4, the 
proposed protocol can provide an acceptable security 
level against different RFID threats and also can resist 
against manipulating data by unauthorized access. In 
addition, given the available lightweight algorithms 
for A.E., we proved that these algorithms could satisfy 
the limitations of passive tags and need approximately 

3000 gates to implement. Therefore, it can be claimed 
that the proposed protocol is suitable for low-cost and 
low-power RFID systems. On the other hand, NIST 
also recently announced a competition for lightweight 
cryptography, aiming to select standards for hash 
functions and authenticated encryption schemes. This 
is another evidence of the significant point behind 
developing security protocols for constrained 
environments, e.g., RFID systems, using these 
primitives. Our work is also an initial step in this 
direction for search protocols and we believe there is 
a long way to go. 
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