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KEYWORDS: In addition, the SVD technique can also ensure the robustness due to t
RDWT eminent properties of singular values. Itis worth mentioning that the
DWT watermark information is not processed by SVD in embedding procedure
SVD which prevents the occurrence of false positive detection. Meanwhile, t
HVS acquire a balance between imperceptibility and robustness, variou:
. scaling factor \alues are used towards different sukbands. Experimental
Color watermarking . . .
algorithm results show that the proposed algorithm has outstanding security

imperceptibility and robustness.

1. INTRODUCTION

With rapid development of Internet technology,
network has become the mainstream platform of
multimedia information interaction. Various forms of
multimedia information, such as text, image, video and

audio can be accessed or acquired conveniently.

However, the negative impacts of the network also
bother our life a lot. Recently, copyright disputes,
malicious tampering and illegal communication occur
more and more frequently, which hinder the
development of he Internet to some degree. Therefore,

information is related to host objects it inclines to

protect. The watermark extraction algorithm is

executed to detect the watermark information, so as to
realize the copyright protection of host objects There

are three major metrics for watermarking algorithms,

i) Security. A watermarking algorithm must be
secure in designing procedure and avoid some security
vulnerabilities, such as false positive detectiofi2-4];

i) Impercepti bility. It is also called invisibility, which
means the addition of watermark information wont
change the host objects a lot, at least from human sense;

iii) Robustness. A robust watermarking algorithm

itis necessary to design a security mechanism to solve has the ability to resist common malicious attacks,e.

these problems as soon as possible.

Digital watermarking is an effective method for
copyright protection, which has become a hot topic in
the area of information security in recent years[1].
Generally, a digital watermarking algorithm includes
two sub-algorithms: watermark embedding algorithm
and watermark extraction algorithm. The watermark
embedding algorithm is applied to embed watermark
information into host objects (such as text, imageudio
and video). Usually, the seaalled watermark
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the watermark information won't erase easily by illegal
sers.

At present, designing a watermarking algorithm
with strong security, imperceptibility and robustness
has attracted much attention. Based on different
operation domains, the watermarking algrithms fall
into two classes, i.e. spatial watermarking and
transform watermarking [4]. Spatial watermarking
manipulates the pixel values by directly embedding the
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watermark information into the host image. This embedding procedure, which guarantees the algorithm
method is easy to realize, but performs pody under secuity. In 2014, a color watermarking algorithm
malicious attacks, such as least significant bit (LSB) which integrated DWT, SVD and Arnold transform was
based watermarking [5, 6] and Patchwork based proposed by George et a[.15]. Their scheme is secure

watermarking [7, 8]. Transform watermarking firstly
acquires transform domain coefficients of the host

image using classical transform methods, and then adds

watermark information to the coefficients. The
common transform methods include Finite Ridgelet
Transform (FRIT)[9], Discrete Cosine Transform (DCT)
[10], Discrete Fourier Transform (DFT)[11], Discrete
Wavelet Transform (DWT)[12], and RDWT[4, 13].
Compared to the spatial watermarking, transform
watermarking has higher computational complexity,
but it is equipped with preferable imperceptibility and
robustness, so gets more widely usedSVD is an
important matrix decomposition technique. The most
notable feature of this technique is that singular values
won't change a lot even under malicious attacks.
However, if the SVD technique is applied separately to
the watermarking algorithm, the computational
complexity will be greatly increased. Therefore, many
watermarking algorithms combining SVD with other
transform methods, appear in [4]. Generally, a
watermarking algorithm including two or more
techniqgues are also called hybrid watrmarking
algorithm.

In [14], Ganicet al. proposed a watermarking
algorithm based on DWTSVD. They embedded the
singular values of watermark image into the singular
values of all DWT levell sub-bands, which enhances
the imperceptibility and robustness effectively. But due
to down-up samping of subbands, DWT changes the
signal distribution a lot, i.e. it is shift variant. Thus, the
DWT based watermarking algorithm cannot resist
affine attacks, such as rotation, scale, translation and
shear. In order to overcome the disadvantage of DWT
method, Lagzian et al[13] replaced DWT with RDWT
and kept the same embedding procedure ai& [14].
Based on the shift invariant of RDWT, the improved
algorithm is robust under affine attacks. But
unfortunately, the SVDdecomposition on watermark

image induces a serious security issues, namely, false

positive detection. So the referred two watermarking
algorithms are insecure[4]. In[12], Lai et al. inroduced
an improved watermarking algorithm based on DWT
SVD. They firstly applied DWT level to host image and
separated the watermark image into two parts, then
embedded each part into the singular values of the LH
and HL subbands. Although the securl issue gets
solved, the robustness of L& scheme is still limited by
DWT method. In [4], Markbol et al. proposed a
watermarking algorithm based on RDWTSVD. With
the introduction of RDWT, the robustness of the
algorithm is improved significantly. Meanwhile, the
watermark image is not processed by SVD in
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and can be used more widely, but the robustness is still
limited by DWT method.

In view of the above matters,in this paper we
present a secure color watermarking algorithm based
on RDWTSVD. Firsly, the host image is split and three
components of red, green and bluare obtained Due to
the HVS is least sensitive to the blue component, thus
we perform RDWT levetl on it and we get four sub
bands ofLL, LH, HL, andHH. Secondy, we apply SVD to
all sub-bands and directly embed the blue component
extracted from the watermark image into the singular
values. Note that various scaling factor values are
adopted in the embedding procedure to achieve an
outstanding imperceptibility. Moreover, the new
algorithm gains a high level of security and is robust
even under affine attacks.

The rest of this paper is organized as follows. Section
2 clarifies some basic preliminaries such as RDWT and
SVD. The details of the new proposed color
watermarking algorithm are presented in Section 3.
Experimental results and analysis are given in Section
4. Finally, a conclusion is drawn.

2. PRELIMINARIES

A. Redundant Discrete Wavelet Transform

Discrete  Wavelet Transform (DWT) is a
multiresolution analysis method, which can decompose
the host image in a hierarchical manner and can fully
reflect its time-frequency characteristics. In addition,
this method matches the HVS well, so it is popular in
watermarking algorithm designing. But DWT has a fatal
disadvantage, i.e. shift variant. This flaw is caused by
up-down sampling of the bands after filtering. Thus, the
wavelet coefficients will change significantly even the
signal has a minor shift, whicHimits the robustness of
DWT based watermarking algorithms a lot.

RDWT, also called Ovecomplete DWT (ODWT),
Shift Invariant DWT (SIDWT), Discrete Wavelet Frames
(DWF) and Undecimated DWT (UDWT), can overcome
the disadvantage of DWT for its excellent shif
invariant. In RDWT analysis and synthesis process, it
doesrit need sampling on host signal. Moreover, the
redundancy of host signal can be fully used, which will
enhance the noise resistance performance greatly.
Next, the details of analysis and synthesiof 1D DWT
and RDWT are described as followig!, 16],

1) DWT analysis

,[K] = (C;.[KI* H- K] ®2, (1)

d;[K] = (cp..[K]* o[- K]) ®2, @)
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where h[-k] and g[-k] indicate the low-pass and high d;[K] = (c;.,[K]* g,[- KI]). (5)
pass analysis filters, and d; represent the low-band
and high-band output coefficients at levelj, * an &) RDWTsynthesis
denote convolution and down sampling. 1

2) DWT synthesis Cjﬂ[k] :E(Cj[k]* hj[k] +dj[k]* gj[k]), (6)
C.a[Kl=((c:[K] = 2)* h[k] +

Lkl = (¢ [k = 2)7 k] () Fig. 1(b) shows the 1D RDWT and its inverse.
(d;[K] = 2)* g[K]), From Fig. 1, we can clearly know that the RDWT

o ) leaves out updown sampling of each obtained band,
where h[k] andg[k] indicate the low-pass and highpass 54 this is why it performs better than DWT. The DWT

synthesis filters, 1 denops RpoWPied?dBbhiodiBn onlsPrsPMEnaa nd i

inverse are shown in Fig. 1(a). image are shown in Fig. 2 for better understanding of

Analysis

—> (i)

Synthesis

fln] — ft [n]

djalk]

| gl-K]] 12

(a)

cilk]

Synthesis

Analysis

Cj+1[k]

(o

(r izt rm

dalk]

gj+1[-k] gj1lk]

) 4

(b)

Figure 1: (a) 1D DWT analysis and synthesis filter bankgb) 1D RDWT analysis andynthesis filter banks

B. Singular Value Decomposition

SVD is auseful linear algebra tool, which is widely
applied in image compression, digital watermarking
and other signal processingreas For ahostimageH of
size N* N, perform SVDon it will get,

i) Few singular values concentrate most of the
energy of a host signal;

i) Singular values have good ability to resist noise,
i.e. the addition of a minor disturbance to the host
HY U*S*yT @ sig_r_l_al V\{Ol"lli t change its singular value§ gr_ea_tly;_

iii) Singular values represent the intrinsic linear

where U and V are called orthogonal matrices,S features of a matrix;
denotes a diagonal matrix and its elements are jy) Both square and rectangular matrices can be

arranged in a descending order, The extensive appliedto SVD to calculateheir singular values.
applications of SVD technique benefit from several

excellent properties of singular valueq417], 3. PROPOSED COLOR WATERMARKING ALGORITHM
S@L12 S(2,2)2..23(n,n)20 (8) A. watermark embedding algorithm
The details of watermarking algorithm are described
3) RDWT analysis as follows,
C;[K] = (CjulK]™ hy[- K]), 4)
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Figure 2: (a) DWT levell; (b) RDWT levell.

1) Split the host imageH and get three color
components, denotel asR, Gand B;

2) Apply RDWT levell to Bcomponent and generate
four sub-bands:LL, LH,HLand HH;

3) Apply SVD on all obtained sulbands,

(9)

where D represents four subbands, i.eLL, LH, HL and
HH,

4) Split color watermark imageW and indicate the
obtained components afRw, Gy and Bw;

5) Embed theBw into singular values of each sub
band directly,

DY Up*S,*V]

S =S +aB, (10)
where o is scaling faS'Dtor
S, Y Up*Sp*VvoT (11)

6) ReplaceS with Sv'a and apply inverse SVD to get
the watermarked sub-bands,
Sv*VJY D

Up* 12)

7) Apply inverse RDWT to obtain watermarkedg

8) Merge all color components to get watermarked
image Hw.

The process of watermark embedding is shown in
Fig. 3(a).
B. Watermark extraction algorithm

The watermarked image may be maliciously at
tacked by an illegal user during the transmission,

denoted as H\;, . The details of watermark extraction
are described as follows,
1) Split distorted watermarked image H\:\, and

obtain the blue componentBd;
2) Perform RDWT levell on B& and obtain four
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watermarked sub-bands, indicted toLL1, LH1, HL1
and HH1;
3) Apply SVD to all watermarkedsub-bands,

D1Y U,,* S, *VJ, (13)

where D1represents four subbands, i.eLL1, LH1, HL1
and HHZ;

4) Apply inverse SVD to obtain the referencetﬁ,; ,

UN*S,,*VoT Y S, (14)
5) Extract the watermark information,
By =(S- Sp)/a (15)

where B\Z* denotes as watermark information
xtraglefl f om prengternagked sybbandsp

6) Merge all the watermark co
obtain watermark image W*.

The process of watermark extraction is shown in Fig.
3(b).

t o
or components to

4. EXPERIMENTAL RESULTS AND ANALYSIS

To test theperformance of the proposed algorithm,
a series of experiments have been done. All
experiments are executed based on MATLAB platform,
which select four color images (Lena, Baboon, Barbara,
and Peppers) of size 512*512 as host image, and select
color image Cat of size 512*512 as watermark image.
They are all shown in Fig. 4.

In the watermark embedding process, two various
scaling factor values are adopted for an outstanding
algorithm performance [4], which defined as (16). The
obtained watermarked images are shown in Fig. 5.

_ 8005 D=LL,

| (16)
10,005 D =LH,HL,HH.

Security, imperceptibility and robustness are three
important metrics to evaluate the performance of a
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watermarking algorithm.

Up& Vo
Host Col B Wat k ¢ M I
os » | Color | atermar| - erge color
image P cplit RDWT SVD embedding — Inverse SVD P Inverse RDWT —P» components
A

A
Watermark Color Wat.ermarked
image split | image

(a)

Watermarked | Color B Watermark » | Merge color | Watermark
) > o RDWT SVD ) > > -
image split Extraction components image
UL & VP
(b)

Figure 3: (a) The block of watermark embedding(b) The block of watermark extraction

where lix and | are host image and watermark

image, x*y*3 represents their size. The value of PSNR in
decibels (dB) shows the similarity between host image
and watermarked image. Usually, the visual quality of
an image is not affected if the PSNR value is above 35dB

(a) Lena (b) Baboon (c) Barbara (d) Peppers v [15].
3 mon 3 ,
a a avlij.k)w(ijk)
cC= /=lj %k I (18)
: mns. .,
(e) Cat a. a. & (/,/,/()
=l %k

Figure 4: (a}(d) Host image; (e) Watermark image. _ s . .
where w(i, j, k) and x 6 } E hindiéate toEofginal

Since the watermark information is notprocessed by ~Wwatermark image and extracted watermark image,
SVD in the watermark embedding procedure, the new M*n*3represents their size. The CC value is between (0,
algorithm won't |ead to ¥awhsh estipgtesithe;apildy of a watesmagkiggn [ 4 ]
Peak Signal to Noise Ratio (PSNR) and Correlation@lgorithm to ~withstand malicious attacks. The
Coefficient (CC) are two most commonly used acceptele CC value is about 0.7 or above [15].
parameters to measure imperceptibility and The comparison of PSNR values computed using

robustness, which defined as (17) and (18). (17) between our algorithm and George algorithm [15]
are presented in Table 1.

TABLEL
THEPSNRVALUES OF OURLGORITHM ANMSEORGEALGORITHM

| Lena Baboon | Barbara | Peppers
(@) ®) © @ George | 335 | 3140 | 3680 | 36.00
algorithm
. . . Our
Figure 5: (a)(d) Watermarked image. algorithm 46.04 42.68 40.23 43.49
max 2% ok \yk
PSNR= 10Iog( ()" * x* y* 3 (17) In order to estimate the robustness of our new
é ay 83. (I -1 algorithm, the watermarked image is exposed to a set
ijk ijk

=1 o1 kel of attacks, such as salt qepper noise, Gaussian noise,
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mean, median and Gaussian filtering, contrast TABLE2
stretching, histogram equalization, JPEG compression, THECCVALUES OEXTRACTEBNVATERMARKMAGES FROM
cut and affine transformation (such as translation, DISTORTEDNVATERMARKEDLENAIMAGE
rotation, scaling and shear). Attacks L LA AL uTH]
Take Lena as an example, the watermarkedhages i
: . P narkedages Salt& Peppers noise | () ga65 | 0 g078 | 0.8385 | 0.8409
after suffering various attacks are shown in Fig. 6 while (M=0, Var=0.01)

Gaussian noise
(M=0, Var=0.01) 0.9531| 0.6211 | 0.6684 | 0.6568
Meanfiltering (3*3) 0.9954| 0.9653 | 0.9862 | 0.8647
Mean filtering(5*5) 0.9911| 0.9751 | 0.9930 | 0.8598
Median filtering(3*3) 0.9990| 0.9913 | 0.9995 | 0.8611
Median filtering(5*5) 0.9975| 0.9945 | 0.9908 | 0.8568
Gaussian filtering3*3) | 0.9975| 0.9978 | 0.9996 | 0.8712
Gaussian filtering5*5) | 0.9975| 0.9979 | 0.9996 | 0.8712
Contrast stretch 0.9996| 0.9717 | 0.9743 | 0.9636
Histogram equalization | 0.9996| 0.9717 | 0.9743 | 0.9636
JPEGompressionQ=70) |0.9967| 0.9761 | 0.9657 | 0.8796

the extracted watermark images are shown in Fig. 7.

(a) Salt&Pepper noise (b) Gaussian noise (c) Mean (d) Mean (e) Median
(M=0,Var=0.01)  (M=0,Var=0.01) filtering (3*3) filtering (5*5) filtering (3*3)

Cut 0.9568| 0.9596 | 0.9851 | 0.9388
Rotation 15° 0.9552| 0.9391 | 0.9631 | 0.9558
Rotation 45° 0.9676| 0.9584 | 0.9790 | 0.9582
(f) Median (g) Gaussian (h) Gaussian (i) Contrast (j) Histogram Scaling0.5) 0.9979| 0.9739 | 0.9787 | 0.8728
filtering (5*5) filtering (3*3) filtering(5*5) stretch equalization Scaling0.25) 0.9967| 0.9816 | 0.9863 | 0.8636
( Translation(10, 10) | 0.9967| 0.9377 | 0.9687 | 0.9605
Translation(10,30) 0.9931| 0.9384 | 0.9753 | 0.9561
Shear 0.9976| 0.9941 | 0.9921 | 0.8711
(k) JPEG compression (1) Cut (m) Rotation 15° (n) Rotation 45° (o) Scaling (0.5) From the Observation Of the above Tables! We can
(Q=70)

draw a conclusion thatour algorithm is robust even for
affine attacks, which is superior to most of the state of
art. Moreover, the comparison of CC values between
our algorithm and George algorithm [15] is shown in
Fig. 8. As George et al. just embedded watermark

(p) Scaling (0.25)  (q) Translation  (r) Translation (s) Shear

(10.10) (1030) information into LL sub-band, hence, we only take LL
Figure 6: Watermarked images under various attacks sub-band into consideration in designing comparison
experiment.
According to (18), the CC values ofxtracted TABLE3
watermark images from four distorted watermarked THE CCVALUESOF EXTRACTEBNVATERMARK MAGESROM
images are calculated. They are presented in Table52 DISTORTEDNVATERMARKEBABOON MAGE
Attacks LL LH HL HH

Salt& Peppers noise
(M=0, Var=0.01)
Gaussian noise
(M=0, Var=0.01) 0.9849 | 0.7980 | 0.7813 | 0.7774
(a) Salt&Peppers noise (b) Gaussian noise  (c) Mean (d) Mean (e) Median Mean filtering (3*3) 0.9945 0.8960 0.9226 0.9696
(M=0.Var0.01) (M=0,Var=0.01) ﬁltermg(S‘}) ﬁnenng(vﬂ ﬁltenng(}*}) Mean filtering(5*5) | 0.9946 | 0.9753 | 0.9084 | 0.9765
) Median filtering(3*3) | 0.9890 | 0.9254 | 0.9507 | 0.9373
Medianfiltering (5*5) | 0.9821 | 0.8947 | 0.9257 | 0.9587
Gaussian filtering3*3) | 0.9993 | 0.9588 | 0.9716 | 0.9285
Gaussian filtering5*5) | 0.9992 | 0.9587 | 0.9715 | 0.9285
(f) Median (@) Gaussian (h) Gaussian (i) Contrast (j) Histogram Contrast stretch 0.9994 | 0.9665 | 0.9695 | 0.9814
filtering (5*5)  filtering (3*3) filtering (5*5) stretch equalization Histogram equalization| 0.9994 | 0.9665 | 0.9695 | 0.9814

JPEG
M M M M M compressionQ=70) 0.9948 | 0.9696 | 0.9898 | 0.9160
m M m M M Cut 0.9842 | 0.9446 | 0.9518 | 0.9491
Rotation 15° 0.9674 | 0.9828 | 0.9763 | 0.9686
(k) JPEG compresslon (1) Cut (m) Rotation 15° (n) Rotation 45° (o) Scaling (0.5) Rotation 45° 0.9755 0.9992 0.9871 0.9658
o Scaling0.5) 0.9920 | 0.8906 | 0.9189 | 0.9772

M M M “ Scalind0.25) 0.9865 | 0.8658 | 0.8987 | 0.9833
Translation(10, 10) | 0.9985 | 0.9718 | 0.9654 | 0.9780
m m m u Translation(10,30) | 0.9928 | 0.9754 | 0.9777 | 0.9746

Shear 0.9997 | 0.9819 | 0.9705 | 0.9205

0.9956 | 0.8987 | 0.8906 | 0.9083

(p) Scaling (0.25)  (r) Translation (s) Translation (t) Shear
(10,10) (10,30)

Figure 7: Extracted watermark images fronthe distorted
watermarked images
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TABLES
THE CCVALUESOF EXTRACTEDNATERMARK MAGESROM
DISTORTEDWATERMARKEDPEPPERSMAGE

Attacks LL LH HL HH Attacks LL LH HL HH

Salt& Peppers noise Salt& Peppers noise 09825 | 07945 | 08034 | 07874

(M=0, Var=0.01) 0.9870 | 0.8177 | 0.8374 | 0.8827 (M=0, Var=0.01) . . . .

Gaussian noise Gaussian noise
0.9604 | 0.6579 | 0.6685 | 0.6529
(M=0, Var=0.01) 0.9644 | 0.6659 | 0.7261 | 0.7329 (M=0, Var=0.01)
Meanfiltering (3*3) | 0.9925 | 0.9914 | 0.9632 | 0.8763 Meanfiltering (3*3) | 0.9930 | 0.9811 | 0.9913 | 0.8517
Mean filtering(5*5) | 0.9865 | 0.9993 | 0.9496 | 0.8805 Mean filtering(5*5) | 0.9855 | 0.9829 | 0.9977 | 0.8501
Median filtering(3*3) | 0.9967 | 0.9912 | 0.9788 | 0.8633 Median filtering(3*3) | 0.9967 | 0.9996 | 0.9965 | 0.8485
Median filtering(5*5) | 0.9937 | 0.9914 | 0.9639 | 0.8710 Median filtering(5*5) | 0.9930 | 0.9995 | 0.9951 | 0.8471
Gaussian filtering3*3) | 0.9968 | 0.9911 | 0.9924 | 0.8619 Gaussian filtering3*3) | 0.9967 | 0.9993 | 0.9996 | 0.8656
Gaussian filtering5*5) | 0.9968 | 0.9910 | 0.9924 | 0.8619 Gaussian filtering5*5) | 0.9967 | 0.9993 | 0.9996 | 0.8656
Contrast stretch 0.9975 | 0.9560 | 0.9229 | 0.9572 Contrast stretch 0.9997 | 0.9849 | 0.9879 | 0.9883
Histogram equalization | 0.9975 | 0.9560 | 0.9229 | 0.9572 Histogram equalization| 0.9997 | 0.9849 | 0.9879 | 0.9883
JPEGompression(Q=70)| 0.9969 | 0.9911 | 0.9919 | 0.8742 JPEG B 0.9966 | 0.9811 | 0.9967 | 08562
Cut 0.9692 | 0.9774 | 0.9798 | 0.8796 compression(Q=70)

Rotation 15° 0.9873 | 0.9257 | 0.9431 | 0.9814 Cut 0.9466 | 0.9998 | 0.9932 | 0.9447
Rotation 45° 0.9830 | 0.8989 | 0.9807 | 0.9861 Rotation 15° 0.9848 | 0.9607 | 0.9718 | 0.9743
Scalind0.5) 0.9962 | 0.9876 | 0.9557 | 0.8788 Rotation 45° 0.9866 | 0.9863 | 0.9899 | 0.9493
Scalind0.25) 0.9927 | 0.9981 | 0.9434 | 0.8837 Scalind0.5) 0.9967 | 0.9757 | 0.9846 | 0.8561
Translation(10, 10) [ 0.9997 | 0.9490 | 0.9195 | 0.9556 Scalind0.25) 0.9920 | 0.9743 | 0.9917 | 0.8538
Translation(10,30) | 0.9963 | 0.9500 | 0.9267 | 0.9503 Translation(10, 10) | 0.9920 | 0.9815 | 0.9952 | 0.9776
Shear 0.9978 | 0.9941 | 0.9840 | 0.8626 Translation(10,30) | 0.9858 | 0.9947 | 0.9989 | 0.9718

In Fig. 8, thehorizontal ordinates 1-19 indicate to
various attacks as applied in Tablge2-5. As shown in

Figure 8, our algorithm is more robust than George
algorithm, especially, the acquired ability to resist Natural Science Foundation of China (No. 71371107),

affine attacks.

5. CONCLUSION

In this paper,a colorimagewatermarking algorithm
based on RDWSVD is proposed. Thblue component

of a color image is selected to carry the watermark

information, which can match the HVS welln addition,

taking advantage of the shift invariance of RDWT and
eminent properties of singular values,

attacks.

the new
algorithm acquires excellent robustness even for affie

Shear 0.9972 | 0.9941 | 0.9962 | 0.8628
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Moreover, various scaling factor values are adopted in
the watermark embedding procedure to balance the
imperceptibility and robustness. Experimentalresults
show that the new algorithm achieves outstanding
security, imper-ceptibility and robustness.
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Figure 8: Comparison of CC values between our algorithm and George algorithm.
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